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Kevin Mansell & Control-F

 Kevin Mansell

 9 years experience in telecoms industry

 3 years as a high tech crime trainer at UK police training 

facility

 Interpol

 ACPO Good Practice Guide for Computer-Based Electronic 

Evidence

 Founded Control-F in Jan 2007

 Focussing on training and consultancy in digital forensics

 Trained over 300 phone forensic examiners
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Before We Begin

 If you have:

1. A laptop with wireless Internet

2. A insatiable appetite for trying stuff out

then please join in

 If you don’t, just feel free to watch me!

 The resources I mention are personal 

recommendations. Yours may differ – I’d 

love to hear about them! 
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Essential Websites
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Scenario 1

“I’ve never seen this handset 

before. I have no idea what it 

is, or what it’s capable of. I 

need to find out fast”

www.gsmarena.com

www.mobileforensicscentral.com
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Scenario 2 

“I’ve retrieved an IMEI (handset serial #) 

and an ICCID (SIM serial #). I want to 

check them out”

www.numberingplans.com

 Great for:

 SIMs with no branding

 Identifying obscure handsets
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Scenario 3 

“I’m going to be giving evidence in court 

tomorrow and I can’t remember what SIM 

stands for!”

www.wikipedia.org

“define:” with www.google.com

also “site:” and “filetype:”
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Scenario 4

“I’m banging my head 

against a brick wall 

trying to get anything 

from this Nokia 1112. 

What else can I try?”

www.phone-forensics.com
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Scenario 5 

“My handset download has 

extracted a bunch of .IMY 

files. What the heck are 

they and how can I 

view/play them?”

http://filext.com

www.download.com
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Scenario 6

“How on earth am I supposed to keep up to 

date with this insanely fast-paced 

industry?!”

www.theregister.com/comms/mobile
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Essential (Free!) Software 

Tools
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Scenario 7

“I’ve extracted a pile JPG files from a 

handset and want to check if any of them 

have any EXIF metadata”

Exifer
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Scenario 8

“I’ve extracted a video file from this 

handset but I can’t seem to view it. 

Maybe it’s corrupted. What should I try?”

QuickTime Player RealPlayer VLC Media Player
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Scenario 9

“I’ve downloaded an SYN file from a 

handset. I can’t find anything to 

view/play it. Notepad doesn’t really 

work. How can I view the contents of the 

file?”

PSPad
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Wrap Up

 There are some great websites and free 

software tools out there

 They will save you time and make you a 

more effective examiner

 Tell me about ones you love!
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Thank you

Kevin Mansell

kevin.mansell@controlf.net

+44 (0)7749 886450

www.controlf.net
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