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Kevin Mansell & Control-F

= Kevin Mansell
m 9 years experience in telecoms industry

m 3 years as a high tech crime trainer at UK police training
facility
= Interpol

m ACPO Good Practice Guide for Computer-Based Electronic
Evidence

= Founded Control-F in Jan 2007
m Focussing on training and consultancy in digital forensics
m Trained over 300 phone forensic examiners

Control-F
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Before We Begin

= If you have:
1. A laptop with wireless Internet
2. A insatiable appetite for trying stuff out

then please join in
= If you don’t, just feel free to watch me!

= The resources | mention are personal
recommendations. Yours may differ - I’d
love to hear about them!
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Essential Websites




Scenario 1

“I’ve never seen this handset
before. | have no idea what it
is, or what it’s capable of. |
need to find out fast”

www.gsmarena.com

www.mobileforensicscentral.com
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http://www.gsmarena.com/
http://www.mobileforensicscentral.com/

Scenario 2

“I’ve retrieved an IMEI (handset serial #)
and an ICCID (SIM serial #). | want to
check them out”

www.numberingplans.com

= Great for:
= SIMs with no branding
= |ldentifying obscure handsets



http://www.numberingplans.com/

Scenario 3

“I’m going to be giving evidence in court
tomorrow and | can’t remember what SIM
stands for!”

www.wikipedia.org

“define:” with www.goo0gle.com

also “site:” and “filetype:”

© Control-F Ltd. 2008


http://www.wikipedia.org/
http://www.google.com/

Scenario 4

“I’m banging my head
against a brick wall
trying to get anything
from this Nokia 1112.
What else can | try?”

www.phone-forensics.com



http://www.phone-forensics.com/
http://www.phone-forensics.com/
http://www.phone-forensics.com/

Scenario 5

“My handset download has
extracted a bunch of .IMY
files. What the heck are
they and how can |
view/play them?”

http://filext.com

www.download.com



http://filext.com/
http://www.download.com/

Scenario 6

“How on earth am | supposed to keep up to
date with this insanely fast-paced
industry?!”

www.theregister.com/comms/mobile

The A Register’



http://www.theregister.co.uk/comms/mobile

Essential (Free!) Software
Tools




Scenario 7/

“I’ve extracted a pile JPG files from a
handset and want to check if any of them
have any EXIF metadata”

@Exifer

File Edit Image EXIFJIPTC View ?

B EEX ¥ 20 % voa HE EH- 2 % B 2
= & & - T:Awork\Contic v | 4 EXIF data | | Custom view |

Name Size Date (—y Camera

). Make Nokia

B8!St Petershurg & Pra.. 837 KB 23/07/2007 02:50:04 Model N95
Orientation Top / left side
X-Resolution 30041
Y-Resolution 30041

Resolution unit Inch
NYThC-Pasitinnina 1

<
...15t Petersburg & Prague - May 2007 056.jpg
1 images (1 with EXIF/IPTC): 837 KB

St Petersburg _Prague - May 2007 056.jpg [2592x1944)

EXIF thumbnail
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Scenario 8

“I’ve extracted a video file from this
handset but | can’t seem to view it.
Maybe it’s corrupted. What should | try?”

QuickTime Player RealPlayer VLC Media Player




Scenario 9

“I’ve downloaded an SYN file from a
handset. | can’t find anything to
view/play it. Notepad doesn’t really
work. How can | view the contents of the
file?”

# PSPad - [T:\Work\Control-FA\Events\Mobile Forensics World (MayO8)\Workshop\Wor... E]@
|:|' File Projects Edit Search View Format Tools  Scripks HTML  Settings  Window  Help - a
" 1. Mcd footbal#rSpFpul.syn

ool 0con OEOF 0123456789 ABCDEF

Eooo 0000 0400 ..EtypIgpd. ...
00010 3367 0001 2078 3gpddgZaisom..-x
000Z0 &D64 FZ51 DO60 mdat..€....0000"
00030 03C4 63EL EZ0L .A¥-IG' &4l ..cé4.
00040 ZEGS 2847 COCO  .el "{sMé. | . (GAL
00050 O6FS LE8D 3B4F  .m| ! édgsiidil 0o
000s0 ZE7E LF3C 077C  .{ (48~ .ms[. <.]|
00070 0E40 g§151 OD1D .E.<..al I=+00 ..
00080 CALS 1818 7FDE E¥e¢E:x ' ~@da—4i. .08
00090 GOES FD52 BS5C " &%dX1l— . EIavRp:

00000000 (1:1) : HE¥ editar Cverwrite | Code page: ANSI L
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Wrap Up

= There are some great websites and free
software tools out there

= They will save you time and make you a
more effective examiner

= Tell me about ones you love!




Thank you

Kevin Mansell

kKevin.mansell@controlf.net

+44 (07749 886450

www.controlf.net



mailto:kevin.mansell@controlf.net
http://www.controlf.net/

